[CLINIC LETTERHEAD]


Employee procedures and rules relating to disclosure, access, and control of personal information (levels of access, circumstances, frequency, and familiarity with FIPPA, security clearance requirements).

[CLINIC NAME] uses principles and guidelines established in the Personal Information Protection Act which establishes rules regarding the collection, use, and disclosure of personal information.  [CLINIC NAME] adheres to guidelines from these bodies, acts and organizations to establish policies and procedures for the education, training, and monitoring of employees to ensure compliance with the personal information protection act (PIPA) guidelines. 

The following steps and procedures are in place to ensure this compliance:

Designation of in-house privacy officer.
 At [CLINIC NAME], [PRIVACY OFFICER NAME] is the designated privacy officer. Their responsibilities in this role include education of employees and staff regarding the collection, use, and disclosure of personal information regarding clients; monitoring of clinic compliance with PIPA rules; establishment and monitoring of the privacy policy and procedures; and education of clients to help understand how personal information is being managed.

Privacy policy.
[CLINIC NAME] has a developed privacy policy based on guidelines established by the Office of the Information and Privacy Commissioner for British Columbia. The policy is available to patients, and reviewed with all employees during training. 
The policy addresses: collection of personal information including educating the client regarding the purposes for which the information is being collected; client consent including removal of consent and exceptions; use and disclosure of personal information; retention and disposal of personal information; insurance of accuracy of personal information; security of personal information; client access to personal information; and a question/complaint or dispute resolution process for clients with concerns regarding protection of personal information. 

Staff Training.
All staff are trained on PIPA orientation upon hiring. The information officer reviews the privacy policy at [CLINIC NAME] with them, and reviews privacy policies, procedures, and confidentiality agreements. All new employees sign a confidentiality agreement, renewed annually regarding [CLINIC NAME] policies and procedures regarding the privacy, confidentiality, and security of personal patient information, and compliance with British Columbia’s Personal Information Protection Act.  See attached Confidentiality Form . 
Training also includes an annual review of PIPA guidelines with each employee. Employees are instructed to request approval from the privacy officer for all requests for disclosure of personal information, thereby restricting access, circumstances and clearance to the discretion of the privacy officer.

Information security.
[CLINIC NAME] recognizes the security of patient records is critical to the protection of personal information. As such, files are secured in a restricted area that is not accessible to the general public or patients, with access restricted to authorized staff who have been trained in handling of personal information. Staff access to client information is tracked electronically by unique user names and passwords. 
Electronic records such as they are, are stored on a password-protected server. There are no computers or electronic devices which are accessible to clients. Any computers used to access the server and its personal information are password-protected for specific users with appropriate levels of security. The server undergoes a regular backup to a mirrored hard drive which is also secured.


Description of an existing operational privacy plan in the event of a security or privacy breach relating to personal information (email breach, home invasion, theft).

In the event of a breach relating to personal information, [CLINIC NAME] uses a procedure recommended by the Office of the Information and Privacy Commissioner for
British Columbia. Employees of [CLINIC NAME] are educated that the person that discovers a breach is to report directly to the privacy officer the nature and extent of breach of privacy/security.  Upon investigating the breach, the director will complete a checklist and contact those individuals necessary per the recommendations of the Office of Information and Privacy Commissioner. The checklist contains the following main points:

Contact information.
Provides the name of our organization, privacy officer contact information, mailing address, and date of occurrence.

Risk evaluation.
Provides incident description including the nature of the breach and its cause; date of incident; date incident was discovered; location of incident; estimated number of individuals affected; and type of individuals affected (client/employee/student/other).

Personal information involved.
Provides description of the personal information involved (for example name, address, SIN, etc.) but specifically avoids identifiable personal information.

Safeguards.
Provides description of the physical security measures (including locks, alarm systems, etc.) and technical security measures (i.e. encryption, password, etc.).

Organizational security measures.
Provides description of organizational security clearances, policies, training programs, contractual obligations, etc.

Harm from the breach.
Identifies the type of harms that may have resulted from the breach including but not limited to:
identity theft
risk of physical harm
hurt, humiliation, reputation damage
loss of business or employment opportunities
reach contractual obligations
future breaches due to similar technical failures
failure to meet professional standards or certification standards

Notification.
Confirmation that privacy officer has been notified of the breach or potential breach by person who discovered it.
Recognition that other authorities have been notified including as appropriate but not limited to the police, Office of the Information and Privacy Commissioner for British Columbia,etc
notification of affected individuals noting the manner of notification, number of individuals notified, and explanation for why individuals were not notified if that is the case.
Description of the information included in the notification including date, description of the breach, description of the information involved, wrist to the individual, steps taken to control or reduce the harm, future steps plan to prevent further breaches, privacy Commissioner contact information, professional radio three body contact information, etc.
factors included in determining whether or not the office of the information and privacy Commissioner should be notified including sensitivity of the personal information, risk of identity theft or harm, number of people affected by the breach, degree to which the information is then recovered, presence of a systemic breach or previous occurrences, and requirement for assistance in responding to the privacy breach.

Mitigation and prevention. 
description of the steps taken to contain and reduce the harm of the breach
description of long-term strategies to correct the problem in involved in the breach
any further concerns or observations.
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